Privacy Notice - General Data Protection Regulation (“GDPR”)

Please read the following information carefully. This privacy notice contains information about the personal information collected, stored and otherwise processed by me during my professional practice and the reasons for the processing. It also sets out with whom I may share this information, the security mechanisms I have put in place to protect the data and how to contact me in the event you need further information.
As a provider of legal services – practising as Graham Trembath KC – I collect, use and am responsible for personal information. When I do this, I am the ‘controller’ of this information for the purposes of the GDPR and the Data Protection Act 2018.
I can be contacted about this information, or the processing carried out, via the contact details at the end of this document.
Information collected
When carrying out the provision of legal services, the personal information which I collect can include some or all the following personal information (personal data):
1. name, address, phone number, email address, date of birth 
2. family details
3. lifestyle and social circumstances; educational/work history
4. criminal proceedings, outcomes and sentences, and related security measures
5. other personal data, including financial data, relevant to instructions to provide legal services, including data specific to the instructions in question.
In addition, the personal information can include some or all the following personal information (special category personal data)
6. personal details such as details of racial or ethnic origin, political opinions, religious beliefs and sex life
7. physical or mental health details
Both categories of data referred to above are, unless otherwise stated, collectively referred to below as “information” or “personal data”. 

Sources of information
The above categories of information may include information which has been obtained from:
· lay clients
· professional clients
· other legal professionals
· experts and other witnesses
· members of the public
· prosecution authorities
· investigators
· government departments
· courts and tribunals
· pupil barristers and applicants to become pupil barristers 
· family and associates of the person whose personal information I am processing
· in the event of complaints, the Head of Chambers, other members of Chambers who deal with complaints, the Bar Standards Board, and the Legal Ombudsman
· other regulatory authorities
· current, past or prospective employers
· education and examining bodies
· business associates, professional advisers and trade bodies, e.g. the Bar Council
· the intended recipient, where you have asked me to provide a reference
· the general public in relation to the publication of legal judgments and decisions of courts and tribunals
· data processors, such as my Chambers staff, IT support staff, email providers, data storage providers.
· public sources, such as the press, public registers and law reports.

The purposes for which the information is used
The information may be used for the following purposes:
1. to provide legal services to my clients (whether lay or professional), including the provision of legal advice and representation in courts, tribunals, arbitrations, and mediations
2. to keep accounting records and carry out office administration
3. to take or defend legal or regulatory proceedings or to exercise a lien
4. to respond to potential complaints or make complaints
5. to check for potential conflicts of interest in relation to future potential cases
6. to promote and market my services
7. to carry out anti-money laundering and terrorist financing checks
8. to select and appoint prospective pupils
9. to train other barristers, pupils and mini-pupils and when providing work-shadowing opportunities
10. to publish legal judgments and decisions of courts and tribunals
11. as required or permitted by law.
12. to assist in tendering or panel membership applications
13. assist in any other applications for the purpose of professional development or career progression.

The information which I have collected from the above sources has to be provided to enable me to (i) provide my clients with advice and to conduct their case in accordance with their instructions; (ii) advise and represent prosecution authorities and agencies in the conduct of criminal litigation; (iii) to comply with my professional obligations and to keep accounting records.

The legal basis for processing the information
I rely on the following as the lawful bases on which I collect and use the information:
Consent/Contract

· I rely on the client’s explicit consent to process the client’s information in highly sensitive categories. The client provides this consent when the client agrees that I will provide legal services.

· This consent can be withdrawn at any time, but this will not affect the lawfulness of any processing activity I have carried out prior to such withdrawal. However, where I also rely on other bases for processing the information, the client may not be able to prevent processing of the data. For example, if I have been asked by the client to do work for the client and I have spent time undertaking that work, the client may owe me money which I will be entitled to claim.

· If there is an issue with the processing of the information, please contact my clerks using the contact details below.

· If consent to the processing of information during my provision of legal services has been provided by my client, then I may process that information for the purposes set out above to the extent to which the client has consented to me doing so.

· For a client, processing is necessary for the performance of a contract for legal services or to take steps at the client’s request prior to entering a contract.

· In relation to information which is considered to include particularly sensitive information, and which includes information about criminal convictions or proceedings, I rely on the client’s consent for any processing for the purposes set out in purposes [2], [4], [6]-[10] and [12] above. Consent is required to carry out processing of this data for these purposes. However, if my client does not consent to processing for purposes [4] and [9] I will be unable to take the case. This is because I need to be able to retain all the material about the case until there is no prospect of a complaint and to train pupil barristers.



Legitimate Interests

· In relation to information which I process other than by consent, I rely on my legitimate interest and/or the legitimate interests of a third party in carrying out the processing for the purposes set out above.

· In certain circumstances processing may be necessary in order that I can comply with a legal obligation to which I am subject.

· The processing may be necessary to publish judgments or other decisions of courts or tribunals.

· In relation to information in categories which are particularly sensitive information, including information about criminal convictions or proceedings, I am entitled by law to process the information where the processing is necessary for legal proceedings, legal advice, or otherwise for establishing, exercising or defending legal rights. 

· When I collect and process information which has not been obtained directly from the data subject (e.g. personal data contained in evidential materials), it will have been supplied to me as part of my instructions in circumstances covered by legal professional privilege.

· The processing of the information is essential to the provision of legal services; without it I cannot offer legal services. This is the core of my practice. In my view the processing is proportionate: I only use the information for the strict and limited purpose of providing legal services. The processing is neither obvious nor intrusive. Some of the information which I collect and process will by necessity not be subject to the express consent or personal knowledge of the person to whom the information belongs (for example when I am provided with evidential material while providing advice or conducting litigation). That information will only be used for the purpose set out above and retained for the periods as set out below. The likelihood and severity of the impact (if any) of my processing that information is limited as it will principally be in connection with proposed or active litigation as determined by the Courts or as agreed between the parties. The occasions when it will be processed for other purpose as set out above will be rare. I will collect, use and process all information in accordance with my professional and regulatory obligations, in particular the Bar Standards Board and the Information Commissioner’s Office.    

· Whilst I rely on a client’s express consent for the purposes identified above, those purposes also constitute a legitimate interest; in particular, when I prosecute and/or defend I may hold information relating to defendants and witnesses whom I am unable, for professional or practical reasons, to contact. 

Sharing the information
Some of the information which I collect or is provided to me will be protected by legal professional privilege unless and until the information becomes public during any proceedings or otherwise. As a barrister I have an obligation to keep the information confidential, except where it otherwise becomes public or is disclosed as part of the case or proceedings.
It may be necessary to share the information with the following:
· data processors, such as my Chambers staff, IT support staff, email providers, data storage providers.
· other legal professionals
· experts and other witnesses
· prosecution authorities
· courts and tribunals
· the staff in my chambers
· trainee barristers
· lay clients
· family and associates of the person whose personal information I am processing
· in the event of complaints, the Head of Chambers, other members of Chambers who deal with complaints, the Bar Standards Board, and the Legal Ombudsman
· other regulatory authorities
· current, past or prospective employers
· education and examining bodies
· business associates, professional advisers and trade bodies, e.g. the Bar Council
· the intended recipient, where you have asked me to provide a reference.
· the general public in relation to the publication of legal judgments and decisions of courts and tribunals I may be required to provide information to regulators, such as the Bar Standards Board, the Financial Conduct Authority or the Information Commissioner’s Office. In the case of the Information Commissioner’s Office, there is a risk that information may lawfully be disclosed by them for the purpose of any other civil or criminal proceedings, without consent, which includes privileged information.
I may also be required to disclose the information to the police or intelligence services, where required or permitted by law.
I abide by the Date Sharing Agreements which are in place and being put in place by 5 Paper Buildings.

Transfer of information outside the European Economic Area (EEA):
This privacy notice is of general application and as such it is not possible to state whether it will be necessary to transfer information out of the EEA in any particular case or for a reference. It may be necessary to transfer some of the data to a country outside of the EEA if a client resides outside the EEA or the client’s case or the role for which the client requires a reference involves persons or organisations or courts and tribunals outside the EEA. If a client is in a country outside the EEA or if the instructions provided come from outside the EEA, then it is inevitable that information will be transferred to those countries. If this applies to a particular client, and the client wants additional precautions to be taken in respect of the information, this should be made clear when initial instructions are provided.
Some countries and organisations outside the EEA have been assessed by the European Commission and their data protection laws and procedures found to show adequate protection. Most do not. If the information has to be transferred outside the EEA, then it may not have the same protections, and the same rights may not be available as within the EEA.
I may transfer the information to the following which are located outside the European Economic Area (EEA):
· Cloud data storage services based in the USA which have agreed to comply with the EU-U.S. Privacy Shield, in order to enable me to store data and/or backup copies so that I may access it when necessary. The USA does not have the same data protection laws as the EU but the EU-U.S. Privacy Shield has been recognised by the European Commission as providing adequate protection. To obtain further details of that protection see https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en.

· Cloud data storage services based in Switzerland, in order to enable me to store data and/or backup copies so that I may access it when necessary. Switzerland does not have the same data protection laws as the EU but has been recognised by the European Commission as providing adequate protection; see https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personal-data-non-eu-countries_en.

If I decide to publish a judgment or other decision of a Court or Tribunal containing information, then this will be published to the world.
I will not otherwise transfer information outside the EEA except as necessary for providing legal services or for any legal proceedings.
Further information can be provided via the contact details at the end of this document.

Security of storage of information
This part of my Privacy Notice relates to the retention and storage of all personal data held in hard copy, i.e. on paper, on physical devices like USBs, CDs, DVDs, tablets and smartphones, and the retention and use of electronic data. 
It applies to all use of information and information technology at 5 Paper Buildings and at my primary residence.
I implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk and severity of its processing to the data subject. 
I store all the information in digital format securely via the Cloud (as above) which I access only via encrypted and password protected devices. 
I also have regard to the following minimum levels of security:
a) All personal computers/devices used for work must be protected by up-to-date anti-virus and anti-spyware software, subjected to regular virus scans, and protected by a firewall appropriate for the computer used. 
b) The operating software must be checked regularly to ensure that the latest security updates are downloaded. 
c) Access to all computers must be password protected.
d) Particular care must be taken to avoid potential infection by malware, e.g. by downloading software other than from trusted sources.
e) Work-in-progress should be regularly backed up, and backup media should be locked away securely.
f) Computers used for working on personal data at home should be protected from unauthorised and unrestricted access by third parties, including family members. 
g) The use of removable storage media (such as memory sticks, CD-ROMs, removable hard disk drives and PDAs) are only to be used in particular circumstances and only encrypted removable storage media devices are permitted.
h) Laptop computers must be encrypted to such standards as may be approved by my IT provider.

I also have regard to the following: 

[bookmark: _3fwokq0]Email and internet use

1. Always check the address line before sending a message and check it is being sent to the correct person. Ensure the automatic email address filler is turned off or used with extreme caution.
2. Always encrypt any attachments which contain special category data, as defined under the GDPR.
3. Consider using an email ‘delay’ function when sending any emails which contain special category data, as defined under the GDPR.
4. Delete electronic mail messages when they are no longer required. 
5. Do not make comments or express views that could be regarded by others as offensive or libellous. 
6. Personal private emails must be saved in a separate folder from work-related emails. Clearly mark all emails that are of a personal nature as ‘personal’. 
7. Do not open email attachments received from unknown senders as these may contain viruses, email bombs, Trojan horse code or some other form of malware. 
8. Do not forward electronic mail messages that have been sent to you containing personal data, including any personal data sent to you in respect of any chambers committee you may sit on (as defined by the GDPR) to other individuals or groups without the permission of the originator. 
9. Do not participate in chain or pyramid messages or similar schemes. 
10. Do not unnecessarily send excessively large electronic mail messages or attachments. 

[bookmark: _1v1yuxt]Passwords

1. All devices must be protected with a password. 
2. Passwords must be kept secure. 
3. Passwords must be [at least 7 characters long and include alpha, numeric and at least one other character]. Their structure must make them hard to guess. 
4. Passwords should never be displayed on screens.

All information stored in hard copy format at 5 Paper Buildings is secured by the following means:
· in locked metal cabinets with access to keys limited to authorised personnel only; 
· in my dedicated room, access to which is from a communal staircase through a ‘double door’, the first of which is secured by a key and the second by a key code. Entrance to the building (and hence the communal staircase) is via a 24-hour electronically secure door.
Occasionally I store information at my primary residence, in a locked cupboard secured by a padlock for which only I have a key.  
Where I take hard copy files containing personal data out of my secure office or primary residence, I take appropriate security precautions to guard against theft, loss or inappropriate access – which includes ensuring, so far as is reasonably practicable, that no-one could read the files which I am working on, wherever that might be. I never leaving files unattended in a public place or in my car and ensure that all reasonable precautions are taken to secure personal data while in transit.
If I undertake the external transfer of personal data, I consider whether such a transfer is authorised under any relevant Data Sharing Agreement or is otherwise required by or permitted under the General Data Protection Regulation. This includes considering the purpose, fairness and transparency of any transfer must always be considered.
Where external data sharing has been considered necessary or is permitted, I take appropriate security precautions to minimise the risks of loss of data and/or accidental third-party disclosure. 
I keep the circumstances of the security of my storage of information under review. I assess the potential risks for unauthorised access to personal data and to define appropriate actions to eliminate, or at least mitigate, the risk of unauthorised access. 
If, despite all the above, the security of personal data or IT systems is compromised, or where I am aware that there have been any suspected security weaknesses or threats, I will immediately review the circumstances and, where appropriate, take remedial action.
As the Date Controller, I will decide whether the circumstances are serious enough to inform the Information Commissioner’s Office. 


Length of storage of information (data retention)
This section of my Privacy Notice covers the documents which may contain personal data as identified above. Those documents, irrespective of the media on which they are created or held, include, but are not limited to, the following: 

· Paper files (including any notebooks)
· Electronic files (including any database, Word documents, PowerPoint presentations, spreadsheets, webpages and emails)
· Photographs, scanned images, CD-ROMs, DVDs, USB flash drives and video footage. 

The types of documents which I create or hold may include, but are not limited to, the following: 
· Client files
· Case papers (witness, statements, exhibits and unused material)
· Attendance notes at conferences or court
· Records from third parties
· Contracts and invoices
· Legal advice
· File notes
· Financial accounts
· Employee information
· Pleadings, advice and publications, and
· Documents and minutes of meetings of chambers committees of which I am a member.
I will normally store all information (except pupillage related material) until at least 7 years from the date of the last item of work carried out, the date of the last payment received or the date on which all outstanding payments are written off, whichever is the latest. This is because it may be needed for potential legal proceedings, such as appeals out of time to an appellate court. At this point any further retention will be reviewed and the relevant data will be marked for deletion or marked for retention for a further period. The latter retention period is likely to occur only where the information is needed for legal proceedings, regulatory matters or active complaints. Deletion will be carried out as soon as reasonably practicable after the data is marked for deletion.
I will store some of the information which I need to carry out conflict checks for the rest of my career. However, this is likely to be limited to name, date of birth and the name of the case. This will not include any highly sensitive material.

Information related to anti-money laundering checks will be retained until six years after the completion of the transaction or the end of the business relationship, whichever is the later.

Names and contact details held for marketing purposes will be stored indefinitely or until I or my clerks become aware or are informed that the individual has ceased to be a potential client.

Disposal
I keep a spreadsheet, which is routinely updated, of the dates on which all my cases will conclude so that, in accordance with the above, I can delete/destroy digitally stored/hard copy information after the expiry of 7 years.

I dispose of any hard copy documents which contain information by placing them into confidential waste bags at 5 Paper Buildings, which are sent for securely disposal, or by shredding them at home.
No document containing personal data will be disposed of with the intent of denying access or destroying evidence.
In particular, no documents shall be destroyed unless I can be assured that : 
· The document is no longer required by any part of my practice; 
· No work is outstanding by any part of my practice;
· No litigation or investigation is current or pending which affects the document; and
· There are no current or pending FOIA or GDPR subject access requests which affect the document. 

The rights of the person whose information I have collected
Under the GDPR, the person whose information I have collected has a number of rights that can be exercised in certain circumstances. These are free of charge. 
More information about these rights are available in the Guidance from the Information Commissioners Office on
Individual's rights under the GDPR.

In order to exercise any of these rights, please:
· Use the contact details at the end of this document;
· I may need to ask for other information to be provided to establish the identity of the person who is exercising the right;
· Provide a contact address for further contact;
· Provide proof of identity and address;
· State the right or rights that are being exercised.
I will respond within one month from receipt of the request.

Complaints
The GDPR also provides the right to lodge a complaint with the Information Commissioners’ Office if the complainant is in the UK, or with the supervisory authority of the Member State where the complainant works, normally live or where the alleged infringement of data protection laws occurred. The Information Commissioner’s Office can be contacted at http://ico.org.uk/concerns/.

Future Processing
I do not intend to process the information except for the reasons stated within this privacy notice. If this changes, this privacy notice will be amended and placed on the website.

Changes to this privacy notice
This privacy notice was published in July 2025.
I continually review my privacy practices and may change this policy from time to time. When I do it will be placed on the website.

Contact Details
Any questions about this privacy notice or the information I hold about, should be addressed to me or Chambers’ Data Protection Lead – Giorgia Booth. 
The best way to contact me or Data Protection Lead is to write to me at 5 Paper Buildings, London, EC4Y 7HB.
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